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Abstract

This study of the current state of the Nanotechnology Revolution debates how we should attempt to control the course of this new science.  The investigation scrutinizes expert evaluations in its examination of the spectacular promises and the dire threats that nanotechnology holds before us and the implications of both on our national security.  The writer concludes that, 1) we can navigate safely through the national security issues that nanotechnology confronts us with, 2) we must continue to develop and weave nanotechnology management into our National Security Policy, 3) we must adequately fund molecular manufacturing research and development (R&D) to ensure we stay out in front in this game, and 4) we must become the first nation to build a nanofactory.

Nanotechnology and National Security

The waiting began on December 29, 1959.  That night, theoretical physicist Dr. Richard P. Feynman gave his classic talk at the California Institute of Technology’s annual meeting of the American Physical Society.  The Nobel Prize winner predicted, “The principles of physics, as far as I can see, do not speak against the possibility of maneuvering things atom by atom.”
  Since that auspicious night nearly fifty years ago, concerned futurists have been waging a continuous debate about how we should attempt to control the course of this new “nanotechnology” science once it arrives.  While no rational person would advocate unrestricted proliferation of nanotechnology, scientists, economists, and political policy makers exhibit a wide range of views on exactly how much restriction we should implement and how we should implement it.

Some experts, such as Dr. K. Eric Drexler, founder of the Foresight Nanotech Institute, are following in the footsteps of Feynman, expounding the virtues of the new science.  “Nanotechnology will bring new capabilities, giving us new ways to make things, heal our bodies, and care for the environment.”  Dr. Drexler predicts a bright future.  “Calculators were once thousand-dollar desktop clunkers, but microelectronics made them fast and efficient, sized to a child’s pocket and priced to a child’s budget.  Now imagine a revolution of similar magnitude, but applied to everything else.”

Dr. John H. Marburger, Director of the Office of Science and Technology Policy, reports that the waiting will soon be over.  “Developed nations are eager to produce and acquire the technologies that are being spawned by these new atomic-scale capabilities.”  Dr. Marburger, who is also Science Advisor to the President, believes that steady growth in the field during the last half of the twentieth century has built the foundation for a true nanotechnology revolution.  “The U.S. has been a world leader in the development of the underlying science infrastructure for the revolution, and the development of nanotechnology is today a national priority.”

Other experts, such as William N. (Bill) Joy, who co-founded Sun Microsystems in 1982, counter that nanotechnology threatens us with extinction.  In 2000, the former chief scientist at Sun declared he is convinced that advances in nanotechnology will bring unacceptable risks to humanity.  He argues that intelligent robots will replace humans, at the very least intellectually, in the relatively near future.  “We are being propelled into this new century with no plan, no control, no brakes.”  Mr. Joy warns that we should halt further research and development (R&D) in this dangerous new science.  He cites “the unilateral U.S. abandonment, without preconditions, of the development of biological weapons” as a precedent we should heed with nanotechnology.

Former senior writer for the Wall Street Journal (1989-2001) G. Pascal Zachary supports Joy’s position, adding that “Like Frankenstein’s monster, [nanomachines] might display a mind of their own…[and] wreak havoc on our bodies and environment.  Thus, the argu​ment against these invisible grem​lins is simple: Why mess with them?”

There are those who dismiss concerns like those of Joy and Zachary as the musings of neo-Luddites who harbor irrational fears of technology in general.  But, in fact, according to Dr. Andrew Maynard, Science Advisor to the Woodrow Wilson International Center of Scholars’ Project on Engineering Nanotechnologies, anyone who wants to see nanotechnology achieve its full potential has a vested interest in establishing a comprehensive nanotechnology risk research program.  A thorough and open exploration of nanotechnology’s potential threats to humans and the environment is the best way to keep concerns rooted in objective, scientific review.  Without such data, the promoters of nanotechnology will have a difficult time responding effectively to even the most outlandish claims of risk.

This writer agrees.  By examining the current state of the Nanotechnology Revolution, the spectacular promises it holds before us, the dire threats it exposes us to, and the implications of both on our national security, this writer aims to show that we can navigate safely through the national security issues that nanotechnology confronts us with.  To do so, though, we must carefully gauge the risks associated with both the dangers and the benefits to ensure that we always choose the correct course of action.  We must seamlessly weave the management of nanotechnology into our National Security Policy.  We must also fund nanotechnology R&D adequately to ensure our capability to protect our domestic core values from external threats.
Nanotechnology may be defined as the process of building a product, from a string of fiber to a nuclear weapon, from the bottom up—molecule by molecule, or in its most extreme case, atom by atom.  “I am not afraid to consider the final question as to whether, ultimately—in the great future—we can arrange the atoms the way we want; the very atoms, all the way down.”
 

To illustrate the sizes of the objects this technology deals with, consider that there are one billion nanometers in a meter.  A human hair is about 40,000 nanometers wide; bacteria range from 1,000 to 10,000 nanometers in diameter; viruses range from seventy-five to a hundred nanometers in diameter; proteins range from five to fifty nanometers in diameter; DNA strands are two nanometers wide; and a hydrogen atom is one-tenth of a nanometer in diameter.  Engineered nanoparticles range in size from one to one hundred nanometers: quantum dots are eight nanometers in diameter; nanotubes are typically a few nanometers in diameter and can be up to several millimeters in length; and buckyballs are one nanometer in diameter.

In 1989, IBM scientist Don Eigler brought us face to face with this miniature world.  He constructed the IBM logo out of individual xenon atoms by manipulating them with a scanning tunneling microscope.
  Other scientists soon followed with more accomplishments: the precise placement of atoms to form compounds,
 and the combining of compounds into structures.

Dr. Mihail C. Roco, Senior Advisor for Nanotechnology at the National Science Foundation, has described the first four generations of nanotechnology development—the current limit of our view of the future.  Most of the steps we have taken so far, including those described above, pertain to first generation nanotech products—”passive nanostructures” which are designed to perform one task, and which are commercially available right now.  We are currently beginning work in the laboratory on second generation products—”active nanostructures” which are capable of multitasking; for example, actuators, drug delivery devices, sensors, etc.  The third generation will feature “3D nanosystems” with thousands of interacting components.  When we arrive at the fourth generation, “molecular manufacturing,” we will be producing integrated nanosystems.  Each molecule will have a specific structure and play a different role, “functioning much like a mammalian cell with hierarchical systems within systems.”


It is not an overstatement to claim that nanotechnology will change the world.  We have changed the world many times before—when we tamed fire; developed agriculture; invented writing.  The pace has accelerated lately as we have discovered the cause of disease; built the internal combustion engine; harnessed electricity; developed the airplane, assembly line, atom bomb, computer, and the Internet.  Fourth-generation nanotechnology will accelerate that pace another order of magnitude.  Michael A. Treder, co-founder and Executive Director of the Center for Responsible Nanotechnology (CRN) predicts that molecular manufacturing “might be become a reality by 2010, likely will by 2015, and almost certainly will by 2020”

Perhaps we should be more afraid of nanotechnology than we appear to be.  Mr. Joy, the information technology (IT) entrepreneur turned venture capitalist, argues persuasively that our attitude toward new science and new technology seems to have become one of unquestioning acceptance.  We have become accustomed to learning about scientific breakthroughs as if they are routine.  We have yet to come to terms with the other most compelling twenty-first-century technologies that have already thrust themselves upon us: genetics and robotics.  These new technologies, along with nanotechnology, pose a different type of challenge to society than the technologies that have come before.  “Specifically, robots, engineered organisms, and nanobots share a dangerous amplifying factor: They can self-replicate.  A bomb is blown up only once—but one bot can become many, and quickly get out of control.”

As we helplessly watch computer viruses and spam permeate our cyberspace, we catch a glimpse of the problems that out-of-control replication can cause.  But while replication in a computer network is a nuisance, uncontrolled self-replication in these newer technologies represents a much greater risk: a risk of damage to the real world and to ourselves.

Nanotechnology entices us with alluring promises, though.  To manufacture a product today, we require specialized materials, specialized machines, and trained labor.  In addition, the manufacturing process that creates something as complex as an automobile or computer may be distributed over the entire globe.  None of these factors will apply to fourth generation nanotechnology, molecular manufacturing.  One single nanofactory will produce a wide range of perfect products, including copies of itself.  Additionally, we will program the nanofactories and their products, such as automobiles, to clean up every single atom of waste they produce.

Thanks to nanotechnology, “Computer logic gates will soon sit only a few nanometers on a side, and be efficient enough to be stacked in 3D.”  We will be able to fit an entire supercomputer into a cubic millimeter’s worth of space.  Computers, communications devices, and display screens will graduate from silicon technology to diamond technology.  The whole world will soon be as wired as South Korea already is.

We are well aware of the problems associated with each of our main sources of power today: coal, oil, natural gas, and nuclear.  Thanks to nanotechnology, we will have many more safe choices: solar, wind, wave, and geo-thermal, to name just a few.  Nanotechnology will make all of these power sources available over most of the globe.  We will be able to store the energy indefinitely, too, in molecular-manufactured diamond flywheels.  Elimination of fossil fuels from our energy diet will clean up our air.

Nanotechnology will impact health and medicine in many ways.  Diagnosis will approach 100 percent reliability.  Nano-implants will allow us to monitor our health and treat our ailments around the clock.  We will deliver drugs specifically where they are needed without side effects.  Quick repair and total recovery from broken bones and spinal cord injuries will be possible.  Tissue regeneration is on the horizon.  The only limits are the limits of our imaginations.

Nanotechnology is a two-edged sword, though.  We will face many dangers on the road ahead.  Some we already anticipate, and some we cannot even imagine yet.  Who can imagine all of the problems that will emerge when we open the Pandora’s Box of nanotechnology?  Perhaps we cannot imagine all of them, but we had better at least start preparing for the ones we can.
A big concern is “gray goo.”  When molecular manufacturing was first proposed, many people were worried that the technology might run amok and “eat” the biosphere.  Preliminary studies have shown, however, that the gray goo threat was grossly overblown.  Gray goo can be produced only by integrating five diverse capabilities into a single package: 1) mobility—to enable the device to travel through the environment; 2) a shell—to keep out chemicals, dirt, and ultraviolet light; 3) control—a program of directions and the computers to interpret them; 4) metabolism—the ability to convert random chemicals into food or energy; and 5) fabrication—the ability to convert feedstock into more nanofactories.

The economic community is already well aware of the potential economic impacts of nanotechnology.  There is growing consensus that nanotechnology is a classic, general-purpose technology and therefore bound to restructure the world’s economy.  Other general-purpose technologies like the steam engine, electricity, and the railroad started out as fairly crude technologies, with limited uses, but then rapidly spread into new applications.  All prior general-purpose technologies led directly to major economic upheavals.  Nanotechnology will undoubtedly cause an upheaval larger than any of its predecessors.

We will rebuild the world from the atom up.  We will not be taking a direct flight to Utopia, though.  We will have to deal with some substantial economic problems along the way.  Initially, nanoproducts will be immensely valuable and vastly overpriced relative to their cost.  Nanotechnology monopolies will charge high prices, and make huge profits.  To illustrate, Microsoft emerged as a monopoly early in the Information Age and is still going strong.

Thus, poverty will continue to perpetuate.  Cheap lifesaving technologies (such as water filters and mosquito netting) will be denied to millions of people who need them desperately.
  This situation would not be unprecedented.  A recent example is the Trade-Related Aspects of Intellectual Property Rights (TRIPS) agreement that the World Trade Organization (WTO) adopted in 2001 to provide affordable medicines to the least developed countries.  Despite furious opposition from every other WTO member, we ensured before signing the agreement that we protected the interests of our large pharmaceutical companies.  If this type of policy becomes unacceptable to the poor, social unrest could add its problems to unnecessary human suffering.

Nanotechnology has the potential to cause significant social disruption in many other ways.  A plethora of nearly invisible, automated microphones, video cameras, and tracking devices will perform constant surveillance on all of us.  Can we prevent abuse of these surveillance systems?  While nanotechnology will increase the ease of such surveillance, it did not create the problem.  Current surveillance devices are already quite miniature and powerful and may be ubiquitous within a decade anyway.  Mr. Treder speculates hopefully, but perhaps naively, that “increased monitoring capabilities will decrease the need for intrusive and abusive police actions—even as they increase the possibility of extreme abuse.”

How will we receive a new technology like brain modification?  Direct brain interface will significantly enhance memory, cognition, and reaction time.  Thanks to direct wireless connections from our brains to the Internet, we will be able to operate and monitor appliances and robots remotely, experience fully immersive virtual reality and telepresence, and communicate with others suedo-telepathically.
 
Most societies forbid certain products—Britain: guns; the U.S.: opium; Muslim countries: alcohol; all societies: child pornography.  The fact that restrictions like these exist at all indicates that human beings are sensitive to undesired products.  We can expect then, that the ability of individuals to make banned products using their own personal factories is going to be disruptive to society.
 

The specter of horrible new weapons looms on the horizon.  Perhaps this is the most frightening aspect of nanotechnology for us to ponder.  The Department of Defense (DoD) and Department of Homeland Security (DHS) are currently conducting research in a number of key nanotechnology areas pertaining to national security.

The world’s smallest insect, at 139 microns, is the fairy fly.
  If a terrorist were to make a nanobug the size of a fairy fly and give it the capability of injecting a lethal amount of toxin into a human being, he/she could fit 50 billion of these bugs—enough to kill every human on earth eight times over—into a single suitcase.

Some experts, such as Mr. Chris Piercy, a founding board member of the Northern California Nanotechnology Initiative’s Regional Nanotechnology Coordination Committee (NanoSIG), believe that tomorrow’s weapon will be the PC.  Computers are imbedded in everything we do, of course.  They are vulnerable.  They operate on only a few hardware platforms, programming languages, and operating systems.  If somebody were to launch a powerful computer attack against us, a majority of our computers could be affected.  We can protect against this scenario by using nanotechnology to create system architectures that use all-optical, molecular-electronic, bio-electronic, DNA, or quantum computing.

Our infrastructure is so vast and difficult to protect that it is possible, and maybe even probable, that somebody like Osama bin Laden or Timothy McVie will launch a nanotech-assisted nuclear, biological, or chemical attack against us.  We need sensors to detect, respond to, and control these attacks.

Right now we are very vulnerable to nanotech weapons, but we will not remain that way.  We will protect our bodies with nanotech immune systems orders of magnitude stronger and more intelligent than our current biological systems.  Our new personal defense webs will close wounds, isolate toxins, and protect against impacts.  We will essentially become cyborgs—we will continue to look human, but we will have comic-book superhero abilities.  When necessary, our skin will transform into NBC gear or ballistic armor.  We will be able to survive without breathing for extended periods.  When even more protection becomes necessary, we will seal ourselves up in our homes.  Every home can be equipped with a deep underground shelter to provide quick and total protection from nuclear and/or nanotech weapons.

These ideas barely scratch the surface of what is possible.  It is enough to make some people even want to put the genie back in the bottle.  But it is too late.  Even if we were to try to put the genie back, Europe, Japan, Korea, China, and India are all pouring massive amounts of money and effort into nanotechnology research.  We could never hope to stop them, too.
On January 1, 2007, the European Union (EU) launched the Seventh Framework Program (FP7), at $4.5 billion, its largest funding program ever for research and technological development.  FP7 will be the European Commission’s central mechanism for nanotechnology-related research funding over the next seven years.

For people in Japan, a toothpaste that repairs tooth enamel is a reality.  Japan’s Sangi Company has sold more than fifty million tubes and continues to expand its line of nanoproducts.  Sangi claims that a similar product is just around the corner that will actually repair cavities.

On February 8, 2007, Mr. Park Young-il, Vice Science Minister for the South Korean Ministry of Science and Technology announced that South Korea will strive to become a global leader in science and technology by 2010.  To reach that goal, Mr. Park said that the Science Ministry will allocate $10.5 billion for R&D this year. “Among the top projects that will be pursued this year will be the use of over $1 billion to bolster the country’s biotech and nanotech capabilities.”  The sum is expected to reach $13.5 billion in 2010.
 
Robert Cresanti, Undersecretary for Technology at the U.S. Department of Commerce, reports that China is rapidly catching up to the U.S. in nanotechnology.  He notes a dramatic increase in the quality and quantity of papers on nanotechnology that Chinese scientists are publishing. “China is one of the players that is gaining on us.”  Mr. Cresanti, who met with Chinese policy makers during a recent visit to Beijing, added that he saw “labs full to the rafters with scientists and machinery.”

India’s President A. P. J. Abdul Kalam has called for India to “develop nanotechnology—including nanobots—because it will revolutionize warfare.”  Besides being India’s president, Kalam is an eminent nuclear and missile scientist.  In a recent speech to his nation’s scientists, President Kalam asserted that nanotechnology will “revolutionize the total concepts of future warfare” and asked them to work on making a breakthrough.

Lux Research analyst Dr. Michael W. Holman notes that worldwide, public perception of nanotechnology is growing.  Nanotechnology was mentioned in 18,039 major English-language articles in 2005, up 40 percent from 2004.  Nanotechnology was incorporated into more than $30 billion in manufactured goods in 2005—more than double the previous year.  Holman projects that by 2014, $2.6 trillion worth of the world’s manufactured goods, about 15 percent of total output, will incorporate nanotechnology.
  In 2004 it made up less than 0.1 percent.

A total of 3,966 U.S. nanotechnology patents have been issued since 1985.
  Globally, about 75 percent of nanotechnology patents (about 6,400 of 8,500) recorded by the U.S. Patent Office in 2002 were from the United States.
  Nano-enabled products on the market today, ranging from antimicrobial refrigerators to nano-reformulated drugs, carry an average premium price of eleven percent compared with conventional products.
  

Governments, corporations, and venture capitalists spent $9.6 billion on nanotechnology R&D worldwide in 2005, up ten percent from 2004.  Governments worldwide spent $4.6 billion on nanotechnology R&D in 2005, up three percent from 2004. Of this spending, $1.7 billion (36 percent) was in North America, almost entirely in the U.S.; $1.7 billion (36 percent) was in Asia, dominated by China, Japan, and Korea; $1.1 billion (26 percent) was in Western Europe, led by Germany; and $100 million was in the rest of the world.  Established corporations spent $4.5 billion on nanotechnology R&D worldwide in 2005, up 18 percent from 2004.  Of this spending, $1.9 billion (42 percent) was in North America, $1.7 billion (38 percent) was in Asia, $850 million (19 percent) was in Europe; and $70 million (two percent) was in the rest of the world.  Nanotechnology venture capital funding increased 17 percent worldwide in 2005 to $497 million, or about two percent of total global venture capital flows.  Nanotech has seen a total of $2 billion in cumulative venture capital investments in nanotech start-ups since 1998.

Information technology (IT) leads the way with 40% of venture capital investments in 2004 and 2005.  Biotechnology is a close second and materials and nanotools are a distant third and fourth, respectively.  Venture capital is highly concentrated.  Of the 143 nanotechnology start-ups that have received institutional venture capital funding since 1998 (out of about 1,500 that operate globally), the top ten percent account for 43 percent of cumulative funding.

All of this worldwide effort at developing nanotechnology amounts to an arms race.  According to Chris Phoenix, Director of Research at the Center for Responsible Nanotechnology (CRN), the first nation to build a nanofactory wins the race.  Even a few months lag may be unrecoverable.  The more advanced side will have access to vastly more powerful computers, and will improve its nanotechnology as rapidly as its collective creativity will allow.  There is no obvious plateau in capability that will allow a laggard to catch up.  Also, the advanced side will be in a much better position to thwart the laggard’s development, with or without all-out war.  The laggard will probably not be able to defend itself against the nanopower.  Even a nuclear power might not be able to deter a nanopower because aerospace superiority will make it much easier for the nanopower to build an effective missile shield.

The only way we can safeguard our national security during the Nanotechnology Revolution, then, is by being the first to build a nanofactory.  The race to be the first to build a nanofactory should be the defining track in an overall nanotech arms race.  

If two or more countries arrive at the nanofactory stage nearly simultaneously, the world will be a much less stable place than it is today.  A multi-nanopower world will have the potential to destabilize international relations in areas beyond the scope of military applications.  It will reduce economic influence and interdependence and reduce the ability of a nation to monitor its potential enemies.  In a multi-nanopower world, more nations will be able to cause global destruction, thus reducing the ability of powerful nations to police the international arena.  And by making small groups self-sufficient, it may encourage the breakup of existing states.

Nanotech weapons will be very different from nuclear weapons.  According to Admiral David E. Jeremiah, former Vice-Chairman of the U.S. Joint Chiefs of Staff, “Military applications of molecular manufacturing have even greater potential than nuclear weapons to radically change the balance of power.”

Twentieth century weapons of mass destruction (WMD)—nuclear, biological, and chemical (NBC)—were an enormous threat.  But building nuclear weapons involved large-scale operations and required access to very rare raw materials and highly protected information.  Biological and chemical weapons programs also tended to involve large-scale operations.

The twenty-first-century technologies—genetics, nanotechnology, and robotics (GNR)—are so powerful that they will spawn whole new classes of accidents and abuses.  Most dangerously, for the first time, these accidents and abuses will be widely within the reach of small groups and individuals.  They will not require large facilities or rare raw materials.  Knowledge alone will enable their use.  “Thus we have the possibility not just of weapons of mass destruction but of knowledge-enabled mass destruction (KMD), this destructiveness hugely amplified by the power of self-replication.”

We do not usually think of nuclear weapons as having a positive effect on civilization, but we can probably credit them with preventing major wars since their invention.  This stability stems from at least four factors relating to nuclear weapons: massive destructiveness, indiscriminate destruction, huge investments in R&D, and complex delivery systems.

The most obvious characteristic of an all-out nuclear war is the massive, indiscriminate destruction it causes.  Nuclear fallout and contamination also create immense long-term costs.  Nuclear weapons require huge investments of time, resources, and money to get from drawing board to production.  These R&D efforts can be easily tracked.  Once produced, nuclear weapons cannot easily be delivered to their targets.

An all-out nanotech war will probably cause nuclear-like short-term destruction, but will not necessarily create comparable long-term costs.  Nanotech weapons will attack specific targets, favoring an enemy’s people as opposed to its factories and weapons.  Nanotech weapons will be developed rapidly due to quicker, cheaper prototyping.  This minimal R&D requirement may be very difficult to track.  Nanotech weapons will be easily delivered to their targets.

It seems the case, then, that thanks to more precisely targeted destruction, uncertainty regarding enemy capabilities, and less response time to attack, nanotech arms races will be much less stable than the nuclear arms races that preceded them.

Is our national security policy preparing us for the possibility of a nanotech weapons arms race?  On December 2, 2002, we took our first step toward creating a nanotechnology national security policy when Congress directed the Secretary of Defense to “carry out a defense nanotechnology R&D program” (U.S. Congress “PL 107-314,” Sec. 246).  A year later, on December 3, 2003, Congress took the next step.  It directed the President to: 

(1) establish the goals, priorities, and metrics for evaluation for Federal nanotechnology research, development, and other activities; (2) invest in Federal research and development programs in nanotechnology and related sciences to achieve those goals; and (3) provide for interagency coordination of Federal nanotechnology activities.


As a result of this second bill, “The 21st Century Nanotechnology Research and Development Act,” President George W. Bush created the National Nanotechnology Initiative (NII) and gave the National Science and Technology Council (NSTC) responsibility for setting its priorities and coordinating joint research activities.
 

In his 2006 State of the Union Address, the President proposed  “to double the federal commitment to the most critical basic research programs in the physical sciences over the next ten years…[to]…explore promising areas such as nanotechnology, supercomputing, and alternative energy sources.”
  In his 2007 State of the Union Address, President Bush reaffirmed his commitment to pursuing alternative energy sources
 and improving information technology,
 but did not mention nanotechnology.
The Bush Administration requested a total of $137.2 billion to fund federal R&D in fiscal year 2007, a 2.6 percent increase over the $133.7 billion that was approved in fiscal year 2006.  Within that budget, though, support for the National Nanotechnology Initiative declined 1.8 percent to $1.3 billion.

So it would appear that President Bush is not completely sold on nanotechnology’s importance to our national security.  There is another possibility, however.  Perhaps he and others in the upper levels of government are convinced that the more we emphasize our commitment to nanotechnology, the more we encourage other countries to do the same.  Perhaps they realize, too, that it is of the utmost importance to the security of the United States for us to be the first country to build a nanofactory.  Let us hope for the sake of our national security that scientists are working furiously in some dark corner of the DoD on a nanofactory Manhattan Project.
Throughout most of our history, national security has had two facets to it—political power and economic power.  Political power is a zero-sum game in which our government at the least tries to maintain and protect the status quo, and at most tries to improve its relative power position at the expense of another nation’s.  Economic power, on the other hand, is a positive-sum game in which we cooperate with other nations through trade to improve the absolute strength of all of the players.

There is actually a third facet to national security that did not receive much attention until the Information Age: information power.  One of our national security goals is to obtain, control, and prevent the spread of information we deem vital to our interests.  However, information power in its pure form is at odds with national security.  The goal of information power is to spread information freely across the globe.  This results in an unlimited-sum outcome for all nations.  With the arrival of nanotechnology, information principles will now need to be applied not just to information, but to physical products as well.  This presents us with substantial new economic and national security issues to resolve.

We simply cannot afford to make unrestricted nanotechnology widely available to everybody.  Otherwise, criminals, terrorists, and hackers will invent new products faster than we can compensate.  The nano-hackers will invent viruses that will cause much more destruction than their computer hacker counterparts ever dreamed possible.  They will cause death, too.

How can we hope to control nanotechnology?  It may be counterproductive to implement strong anti-nanotechnology regulation.  Any regulation that reduces humanitarian use of the technology will increase the idealistic urge to get around it.  Any regulation that imposes severe penalties will foment rebellion against it.  Secrecy will spark curiosity and independent research.  And any regulation that drives up the cost will drive the economic incentive to circumvent it.

Many of these motivations can be blunted with the right combination of technical restrictions and access/distribution controls.  If we loosen the technical restrictions and access/ distribution controls, we will eliminate black markets, but open ourselves to nanotechnological property rights violations and the manufacture and spread of dangerous and/or undesirable products.  If we loosen the technical restrictions but tighten access/distribution controls, we will still have the same problems with property rights violations and dangerous/undesirable products, but we will also now have black market problems.  If we tighten both the technical restrictions and the access/distribution controls, we will not only create black markets, but we will also hinder further prosperity and our ability to alleviate human suffering.  Our best option is to tighten the technical restrictions, but loosen the access/distribution controls.  We will thus reduce the incentive for black markets, foster unprecedented prosperity, and reduce human suffering.

History, too, teaches us that what we need is neither blanket permissiveness nor blanket restriction, but careful management risks and benefits.  Hopefully we will heed the lessons we learned on our journey from Napster to i-Tunes when we tried the paths of both blanket permissiveness and blanket restriction before settling upon a policy of sensible management.
It seems to this writer that all of the issues discussed here—the spectacular promises that the science of nanotechnology spreads before us, the dire threats it exposes us to, and the effects it will have on our national security—point toward the inevitable conclusion that we will be able to navigate safely past the dangers and road blocks that nanotechnology confronts us with, but only if we carefully manage the risks associated with both the dangers and the benefits.
Nanotechnology does not necessarily guarantee us either a bleak future or a prosperous future.  The very factors that make nanotechnology so dangerous also provide us with unimaginable opportunities—beyond even those which have been discussed here.  Even a small fraction of the raw capability that this science brings us can completely satisfy the world’s humanitarian needs.  Another fraction can enrich the economy and every one of us.  Only a small fraction of nanotechnology products are unacceptably dangerous.

That being said, though, it is imperative that we continue to develop and weave nanotechnology management into our National Security Policy.  We must also fund molecular manufacturing R&D adequately to ensure we stay out in front in this game.  The second one to build a nanofactory could be a rotten egg.
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